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What
• Two-Factor Log-in is used to protect an 

individual’s University account 
• Log-ins need two things:  a password and 

smartphone/tablet; or phone that supports 
SMS/TXT messages, or a Duo Token



Why
>14.7 billion*

Global data records lost/stolen 
since 2013

(Based on all publicly disclosed breaches:

BreachLevelIndex.com – Sponsored by Gemalto)

>$1.4 billion
2016 national losses via 
payroll phishing schemes

(FBI Internet Crime Complaint Center 2017 Internet Crime Report)

76%
Of organizations experience a 
phishing attack – over 60% are 

successful
(Wombat Security “State of the Phish” Report/Duo Security Trusted 

Access Report)

97%
Of people are unable to 
identify a phishing email

(Intel Security Study, http://securityaffairs.co)

*Only 4% of breaches were “Secure Breaches” where data was encrypted and rendered useless

http://securityaffairs.co/


Who
• Available to Students, Faculty, and Staff  
• Approximately 6,000 individuals currently utilize 

Two-Factor Log-In 
• Approximately 4,000 individuals currently utilize 

passphrases
• Anyone can enroll today



How
• https://ukam.uky.edu

https://ukam.uky.edu/


When
• myUK is the first to require Two-Factor Log-in 

(others to follow)
• Tentative Dates:

– Faculty and Staff: Need to be enrolled prior to 
July 17th

– Students: Need to be enrolled prior to 
September 18th



New Passphrase 
When you enroll… one can update their 

passphrase to last 1 full year



Communication



Communication - continued



Questions?


